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What’s this 7T

L\i‘i T'm Sulia
e twitter: @b0rK
blos: hHP://Jvns.cq

T Pu‘}' o.pidure ot a cat anthe internet hece:

B | Jvns-calcat png | 4 Lgo look)

Tn this zine we'll learn everything [mostl@

that needs to hagpento aet that cat picture
PP 9 P
From My servec to yoor laptap-

M\( aool is To help 8e+ you feam

me after T'd
been working

T've heard about some
ot these HTTP/DNS /TCP

things but I don't understand %‘:Vc: l\:;et) for
how they work exqcﬂj or o year
how they ol) £+ fogether

Ve me now

There's a nebworking
problem! g8 ‘\'o‘h;.ll:j
kaow where To stact




***‘K our star: *4*
X% the packet, ¥

Al data is sent over the internet in 5o LA

Packe'f isa series of bits  (Olooowou....) and it's
SPIH into sections (or “headers ")

Here's what a. UDP packet that says

“Mangotea" losks like. IHs 56 bytes inall?
Yoo bits)

Solia L don't
understand this
diagram

We are going
+o work on
explaining ity

A

84 bits »>
Eth
| destination MAC ] source MAC addr l | Pei?::efrtame
0 byt L'Ll By‘)‘ts\
ytes
—— 3 biys ———

+
| Mlen packet length o biks
l IP header 20 bytes

T ' This tells routers
Source TP gddress W?:’* ipP ‘Lo ;er\d
Destination IP address e packet to.

61 bits
source port | destination port UDP header 8 bytes

(a Tcp packet would have a
TCP header instead here)

The packet’s ‘cantents”
o n S a0 here. ASCIT
&) t e o characters are 1 byle

$0 “mansofe«" =6§| }:ﬁg



steps To get a cat pictoe

from jvns.ca/cat.png

When you download an image , there are & LOT of
nefuorking moving pieces. Here ace the basie steps
we'll explain in the next few pages.

@ 3e+ the TP address @ cpen a

for yvns.ca
+o 164.25.7-9Y

Where is
o o
ras e [T | [P \P050_S o8
4.28.7. ‘H
laptop ONS Tmsd+ha
uP for you
Server

@oeen & TCP connection @ request a cat
to 104.28.7.9Y port 80

l"‘P’L"P ' server

I want to
stact talkeny TCP

GET /cat. png HTTP/(.]
HOST Jvns ca
User- Agent: cor|

with cats (' ”
-Pm.s isoa TP hand Shake re“{;rfs{ U lqp-!—op
we'll explain it in the TCP section q .
@ %d‘ o cal back @ C\eanu.p

<> close ¥he connection ma%be
-> put the bytes for

Hhe PNG in a ile

Seqver maybe

cats - look at cocks
de-fr'.n;’re\\j

HTTP/ 1.\ 206 OK
Content - -Type: image/png
Content - Lens-]'k 123123

<PN6 Bvrew




: 3«1’5}[9_{) Q: ge‘t +he IP address for jvns.ca +

DNS

%
+*

All net uork.rlrj happens b?’ Sendlns packets. To send

a PocKe‘l’ to a secver on the internet, you need an
TP addressy like 104.28.7.94

\)\ms.ca and goagle.com are domain names. DNS (the
“Domain Name System?) is the protocol we vse to

%d' the IP address For a o\omain name.

IP For juns.ca? DNS

lﬂtp‘h:p

DNS reques‘f

DNS response

server

The DNS requesi x response are both usuq”d UDP packets.

curl calls Se'raddrmfo 3e+addrmfo ZP address : '
ﬂ\t“‘%d’aﬂdrmfo $inds the system makes a » obtained ¢
'FU(\C}IOI\ Ll“\ DNS server reqUQS'l' +0 [ot‘ 29.7 qq
*uns. ca” (like 8.8.8.¢) that server &8

Your Stdsfemlé defaylt DNS secver is often configured
in letc/cesolv.cant.

.8.8.8 is Google's DNS secver, and lots of
S'
people vse it. Its a great choicel



There are 2 kinds of DNS secvers:

recucsive QU+hor|‘+a'}ive

T can get you an
IP address for ANY

wanna Know where
Jvns.ca is?

DNS Websg;
{';ebs :}e b7 askin sgf\fer Jalk o M€Y
Trght avthositadive| (like ach.

"S- Cloud flase . com)

Server

When you query & recorsive DNS servev, herels what hagpens:

ve DRS
1; ka\/e -EOE }ﬂlk *g‘.ﬁ.::‘ﬁ:;:‘o. permanent’
o TH

list of oot secvers
avthoritative

PNS servers ? I root DNS
? . 2 () server
here’s jvns.ca? . voot-servers.net

Okay¥

OOO
Y Where's juns.ca? -ca. DNS secver
) J-ca-servers.ca
recucsive IVS.ca DNS sepver
DNS server art.ns. clovd $lacecom
104.28.7-94
and 10Y4.22.6.9Y4 »

Recarsie DNS servers usually Cache DNS  records .
Every DNS recerd has a TTL. (*fime to lve”) that says houw long

to cache it For. You often can't force them o update their
cache. You just have to wait:

2° 20 mingtes hd
loder ofter
the recursive
DNS gerver

cache updates...

eVErg‘}hins
is srea'l'
now

T updated my
DN'S records, but
Wwhea I visit the
site in my browse
I see the old
version M




let's make
Q DNS requests ©

When \/ou’re. seH’inﬁ up DNS for a new domain, often this happens

I don't know recursive
DNS server
@

what +hat is yet

(NXDOMA W)
Here’s how yov can make DNS queries
feom the command 1ine 4o understand

whatls going on:

$dig jvns.ca
;3 ANSWER SECTION
268 IN A 104.28.6.94 /fYhere can
be Mé of

Jjyns. ca
268 IN A 104.28.7.94

jyns.ca
. ol A

this cecord expicesy fan A record is

aFtec 268 seconds § {an TP address
;3 SERVER 127.0.1.1453

L o )

dis @ 8.8.8® 8.3.8.8 is Google.'s recursive
roof DNS

DNS server.©8.5.%.3 queries +hat
instead of the default.
$ diS +trace jvns.ca
5024Y4] zN NS  h.root-sesvers. ne‘l'/\ server Y
ca. 172800 IN NS  c.ca-servers.net

Juns.ca, 86400 IN NS art.ns. clood Flace.cam
jvns.ca. 300 IN A 104.23.6.94 '\

IP addresses
for one domain

these are Yhe 2 authoritative

Servers o recursive Server hgs

dis ttrace basically does the
same thing a recursive DNS
server Wwovld do o find your

domain's 1P

to query to get an IP for
JUNS. coy




Sockets

Step @:

now that we have an 1P address,
the next step is To open a socket ¥

Let's learn what that ic.

your program doesn? kneow
how Yo do TCP

idk what “1¢P”is T
just want to se‘)’ o webpage

, 05
dont worry¥
CO%-PYI L can help¥ &

pro gram

what using sockets is like

S‘I'CP 1: ask the 05 fora socket
S+ep 2: connect the
socket fo an IP
address and Porf‘
shp’&: write to the
socket to send data

4 common socket types

+o use TCP to use UDP
to +alk +o

for ULTINATE POWER.
ping uses Fhis o send PCOGTAmS on the

TCMP packets same computer

when you comnect with
o TCP socket

jvns.cq
Server

(wet explain ths SyN Ack +hing soon)

when you write o

o. socke
) - writes lots of
> dafoavyvewve

Prosram

splits it up
é ~ info packels &>
to send it

s s(end'! the
Operating system

does so much
for mel




TCP: how to
reliably gef a cat

2

S]‘ep@ in ouc plaa is ‘open a Tcp connectionY
Le¥s leacn Whot this “Tcp” thing even iS

When you send o p«cke‘i’ on the internet
sometimes it gets losh

CP lets you send a stearm

of dota reliably even i
packets getlost-ar sent

in the wrong order.

@t
PR RATE

how does Tep work, you ask? WELLY

how 4o know what arder the
pnr.ke’ls shovld go in:
Every packet says what
range or ¢ of 53_‘)15 i+ has
Like Hwis:
once upona.h <« bytes 0-13
%.cc\\ G s+er 4~ bytes 30 -42
me there was & M 4~ bytes 14-29

Then the client can cssemble
all the pieces into:
\

Gnce vpon a time there
Was a magieal 075-}9/"
’rhg Pos;};gn of The first beQ

(0,14,30 in our example) is
Called the “sequence number”

how to deal with lost packets:

When you get TCP data, you
have to acknguledge it: (ACK\
hece is part of

a cat pictue ¥

jvns.ca\ that should be

server | 23932 bytes
° so fary

°
° ACKY Thave
@ received all
28832 bytes 'W

I the server doesn+ get an

ACK nowledgement, it will re‘l‘rg
SEndinS the data.




\\11 102922 o977 7 < =

’ﬂ\e TP Handsha.ke N

D1y 1y vy vy v nss?

G————  32bits —
This is what o TcP Source Port | Destination Port
header looks like: 1 Sequence Number

Acknowledgement Number

the ™ Sequence number T

lets vou assemble 5 Window

packd:s in +he rlsht CheCKSUM,

order & % |

EVE(3 !

TCP connechion starts yith o “handshake- This makes
sure both sides of +the connedHion can commonicate with each other.

y Pdg
client » server

But what do “SYN" and “ACk' mean? Welll T¢P headecs

have 6 bit jcfass (S, ACk, RST, FIN, PSH,0R6) Fhat »ou
con set (\/ou can see Yhem 1nthe dioﬂram-) A SYN Packe+
1S a Packe+ with the Syw ‘Hqs set +o 1.

] "
When you see “conmection refused” oc “connection timeout”

errors , thot means the TP handshak e didn't Finish ¥

I ran .Sudo 'f:cpdump host' _juns.ca \

=t (r\ ane
of {:lne ou'f‘Pu'('

localhost:51104 > 104.28.6.94:80

Flags [S] TP
104.28.6.94:80 > localhost:51104 Flags [S.] n ﬂbs\‘c\ke
localhost:51104 > 104.28.6.94:80  Flags([.] a

. S is for SYN
Juns.ca IPoddress " s for ACK



HTTP

S+Ep®1 FM&":\, we can (Qques'f' cat.png |

Every time vou get a webpage Or see an Image online,
Cane! -
youle vsing S rrp -
Tlhaovaay

HTTP s a Pfe‘H-?' .Simp)e plam‘f(’k‘r pro‘)‘ocal- T nFfact,

it's So s;mple +hat you can make a HTTP regue.s*
by hand right now. Llels do i+ YY7V

First, let's make afile called re?uesf. txt

' )

II GET / HTTP/%J. J/ue'” exp!ain

! Host: ask.metafilter. com 7 bhis Host: bit
\ User- Agent: zine i later

;: (Pu-" 2 newlines ot the end) .'|

Then:  =r-mmmm oo o m e

] - \

;ca+ request txt ’ nc metafilfec. com 80}
+he command ("netcat”) sefs up & TCP connection
4o metofilter.-com and sends the HTTP request you:
wrote ! The response we geT back looks like:

e ey

2200 ok
! COn*e(\‘r— Leﬂ5+h: 12032\
I - head®s .. -

o. bunch of
HTML )

!
l
!

HTTP/2 s the next version of HTTP. T4 very diffecent
but we're aut of space.



}mpor'l'an+ HTTP headers

[ |

', GET /eok.png HTTP/ 1.1 E lines ace called “headers".

,Glos‘": JVns.ca i 'ﬂ\etj give the webserver

! — ) ) b

) _5__95_6_3'9_"__]: _E'_’le___ i extea, informadion about
What webpage you warit?

the Host headerse my faverite Y

The User-Agent : and Hast:

dude, do Yyou even knowle,,

how moany websites T

Secve? You gotta be .
mec spectie S e

(-4

-]
NOW welre talkina

Servers also send

fesponse headers with
extye, information

Okbowl' the (‘e.sf)any;v .

Most servecs serve lots of
diffecent websites. The

Host heades lets you pick
Fhe soe you want 1

Mare useful headers

User—Asefﬁ' Acce“' 'Er\coc\ins

Lots of servers use Want 44 save When Bou'(e logged
Jhis to check if youe  bandwidth? Set  into a website,
Using an old browser Hhis +o “92ip" and Yo" browser sends data
oc if you're a bot. Yhe server might in this header [ This
COMPpress your is how the server knows
response. You're logged in.



V
** s« and now for even MORE Q7(9 )
Lo VA
Wehe coveced the basics of how to download a
Co.‘]" P,‘c’fure nowv_ Bot 'H\ere's a lo‘i’ more ‘l‘o knowY

Let's talk abeut o few moce topics.

We'll explain a litHle mere about netuorking protocals:

~what o port actually is
-how a Po.cke'l' is puf together

- security : how SSL works

- the diace(en’t networking layecs

~UDP and uhs s amazing,

and how packets get sent
from quce to P(ace:

-how packe‘rs se{‘ sent in o local network
-and how packefs get from your house Yo Jvns.cq

- he)‘uork:‘ng notation

|e+.'s 'eq(',-)
MoRe T



networking lagecs

to know what

4 W2 bits

T don't always find this
vseful but it's Soad

!
Y layer 4" means

Ne+uork:n3 layers
mostly correspand to

diffecent sectisns of
o packet,

La\,er 1: wires + radio waves

|‘_ Lq:jer 2: Ethernet/uif; peotacel .

+ 4 bytes >
| destination MAC l source MAC addr l

Yy bytes
< 32 bits >

l | packet length

|

Source IP pddress
Degtination IP oddcress

TTL l

source port destination port

Your netuork card understands i+

< que( 3: 1P addresses

vouters look at this a ot
to decide where to send the
packet next -

4+— Loyer 42 TCP or UDP
Where you get your ports!

4— Layec St6: don'¥ ru“q exist here
(+hough people call SSL *layer 5")

— L“fer 7 HTTP and -FriGnJ,S

G E T |

/ H | T
lajer 3 T onlj knovs
nehaorking about TP adscesses]

4ool I don't even know

7 "Ide";ﬁ"iq portis

. hat the
ignores layer alone w
‘Isand above pacie s

The cool 'Hu'nj is that the
Iasers are mosty inde pendent

Routers ignare this layec
mostly. DNS gueries ,
_ _ tmails, ete. go here.

Your home router |aoks af
]mders 2434y

Your aep_l-'cuhong mostly warry
about layer 7 but they get
to tell the operating system

what TP and port +o use.

of each gther — gou can chagge The 'M in your

the TP address (laver 3 and
not worry aboyt laaefs 4+

Com puter on15 cares about
laﬁers 1+7.



[} YL ! ’,’
whot's a -port:
“Peuvwve s .
ports ace part of +he TCP and UDP profocols
(TP port 999 and LDP port 999 are differerrt)
This would be bad:

hi T want to
get a webpage

We want to have different kinds of progcams

on the same server : ‘!

Seo every TCP packet has a Pod- nomber
between 1 and 65525 on it:

here’s o, TCP packet
With part 80 on i+1

DNS: UDP pact 53
Some common HTTPS: TCP poct 443
ports: SMTP: TCP port 25
{mai D) P
Mine crafd: TCP+ UDP 25565

When you send o. TCP message , yau want
Jo fak to o speci'Fic kind of program

Uh I'm a
mail server
Sorrt.}




UOP

user dafagram protocol

DNS sends requests vsing

UPP. UDPisa fec\llw simple

Protocol . The packets look
like this :

UDP header
~ IP stuff~
soucce port destination port

len3+h UOP checkssm

~ PQCKQ‘)' contents~

Packet sizes are limited

T'm gonnc put 3000
characters in this packet

won't £it. 1500
bl:){-es is pro bab(:j
a better size. ¥

X packet sizes are actually

“onre Liaklae:q_d ofll‘a.

(37
When uou send UDP packets,
‘qus mfehf arrive

pf‘o‘f‘aco\n

. out of order
¢ never

any packet can actually get last,
but UOP wen't do anything to
help you.

you need to decide how
to organize your dota inte
packets manuq\lcé,

ok, 623 bytes
in this packet,

747 by+&$ n
that one...

oo

Q super intecesting topic. Search "MTU"

\PNs vse UDP

hi I want +e
% talk 40 12.2.12.12

Ok stuff all your
data into o upp
packet, send i+ 4o
me, pass ot
along.

PN
Seever

Sfreqm;ns vides ofen
uses UDP

Read h‘l’fp://hpbn. o /webrtc
foc a OGREAT discossion of

Using UDP in o real time
Peotocol.




Local nefworking

how Yo talk +o o camputer in the same room

Eveg compu’}‘e( isin o sobnet . Your sobnet
is the list of computecs you can talk to direcy.

B

Yo\,r
lapyop your phom £y 1o

priﬂhf

Whed does i mean to falk “direty” to ansther
computec Well) every computer on the interned
has o network card with o. MAC oddress.

ke_lloy you can call me
Oa:58:4% eo 05:97

\/ﬁuf laptop's TP addess changes
if you gofo an internet
cafe, but its MAC doesnt

nefwock
cacd

When you send a packe‘)’ to a computer in your
Subnet, you put the computer s MAC address on it. To

et the rignt MAC r
9 3 1Y who's 192.168.0.1007
compuler uses e, pra-}acol b
called ARP: ¢ -m Se THs mel "
ed Pr (Address b¥:cY:-4d:89:4c!

Resolution Protocol) Twill
stoce that in

my ARP table ¥

MAC address

ARP tade on yoor computer: T+ should look like this:

AC for 12.168.1.120 Imy printec)§
$ arp -na i

p
? (192.168.1.120) at 94:53:30:91:98:c8 [ether] on wlp3s® card



How Packef‘s get sent auoss the ocean

T have o packet for104-28.7-4

. {but how do I get +hrough ol “f+s;+
g +his INTERNCT °
— ) —B8-5- @-@—6——
heme intemedrate
Your lagtop router ovters ape 104.23.7. 94

under the  Secyed
OCEAN

When a packet arrives at a_route

7 Ossxble UQR+
»'\b C <D Ps}eps where

lSCO
destinadion: “"Nr \D will ‘H):I g;c_llse?‘l'v
104.28.7.9Y Touter  Sp a0

Routers use a protocol called 4o
decide what router the pqcke'l‘ shovld g0 1o next:

A packet can Fake of
lof of different E_,/\

routes to 3e+ to ‘—‘_"‘\—"’ prudf]
+he same destination |

The route it takes to get Hfrom
A"7B MIsh+ be diH‘erenf‘ ‘F{am S—>A-.

Exercise' Run ‘Jfracerou'}e google. Com; +o see

bﬁmi’skps your packet takes o get to google. com.



Notation time ,V

Peo Ple describe qeups of IP addresses
Vsing C10R nefation,

\ \ R
W important examples

CIDR range of IPs
10.0.0.0/8 10.% % 10.0.0.0/8 and 192.168.0.0/16

10.9.0.0/16  10.9.* * and 172.16.0.6/12

5.0/2 5 N are resecved for
10.9.8.0/24 10.9.8. local ne{'work;n%

Tn CIOR no‘l‘a’c.on o /n gives you 2
IP 0ddresses. So a /24 is 2%=256 IPs.

T4s impor*‘arﬂ‘ to represent aroups of TP oaddresses
e'pf?fcien-}lj becavse rouvters have LOTS To Do.

=)

fouter

i5 102.168.2.2 in the sibaet
192.168.0.0 7167 T can do some
rea\l\j fast bit arith mebic and
find out V

10.9.0.0 s this in binqr&éi
00001010 0000100\ 00000000, 000000
fiest 24 bits

10.9.0.0/24 is all the IP addresses which have the same
fiest 24 bits as 10.9.007




SSL/TLS

(TLS :newer vesston of SSL)

\When yov send o Packe‘]’ on the

infernet, LOTS of people can
P0+en+iall(j read it.

that person is
Se.]'-‘f‘inﬂ ema|
Wi S .
P‘e re¢i
.

Unencrypted
wifi

SSL encryp‘}‘s your packets:

old packet 3 TP address+port

fo: 4.9.32.904:443 Stay the ﬂ'e;‘"" to: 9.932.44:443+ 13 is ?;(_ poct
from: 31.9%.1.2:99¢ from: 31.9%.1.2.:9¢
here te s T ymemmgmme e ) noboég's gonna,

1]

i here is my secret ; L’ :

' X ‘ =) ) =x8 foe Mqexi€

ilemon pidrecipe | :J‘,'bk}]ngb"Sij.'-l l;';:‘“r’ethi;:ifgfﬁ

What happens when yov 8o Yo h‘H’ps://jvns.ca:
here’s my half
of the {«7

‘ hece’s my SSL
@ | i
@ S Certificate cxchnt\at
client seever Y half :,c e : 0
key exchange client secvelr

(very simp \if;ed\

Once the client and secver agree on o kei‘) for the
session, ﬂ"efj can e"C"th all the comm unication {hej want.

To see the certificate for junsca, run:

bopenss| s_client -comnect jws.ca:4y3 -severname juns.ca

TLS is req]l:j complicated. You can use a toal like SSL Labs
to check the secority of your site.



wireshark
Witeshack is an tool foc packet

(lnqltjsis. Here!s an exercise to learn it Ronthis:

{s0do tepdump port 80 -w http.pap!

While thats running, open metafilter.com in your browser.
Then press Ctrl+C to stop tepdump. Now we have a peap!

Open http.pcap with WJireshark.
Some ques(‘l'cns gou can try to answer:

O What HTTP headers did your browser send to
metafilter.com® .. -
(hint: search iframe confm‘ns“CvET_})

@ How Many packef}s wece exchanseo{ with

metafilter. com 's_f_E_r_V_e_r_f ________ LS put the TP From
(hint: seacch 'I':P'df?_:_'f_s_q_'_('_’z_-% .:')“ping metafilter.cam™
- here

wireskﬁrk makes it easy to loock at:
* TP addresses and ports
* SYNs and ACks for TCP traffic
" exactly whalls happening with DNS requests

" and so0 much more. T4's a great way To
poke around and learn.



¥ thanks ©
for reading

1f You want to know more abou’ networking:

— make nefwork rec{ues+5! P\mé with

— beej's guide to netwark programming is
a useful +’Funn5 quide to the socket
APT on Unix systems,

—p beej.us /gu:ée /ognet ¢—

— His\r\ Pecformance Browser Networ kfn%
is o kTontastic X and practical guide
to what you need to know about networ kfng
to make fast websites.
You can read it for free at:

- hpbn.co -

Thanks to Kama) Machobi, Ches kanich, and
and AdCL Munroe for re\,;ew;ns this?

Cover art by the amazing Liz Baillje



*Ax:x
4 like this?

You can pri int more V
Ffor free ¥
hﬂ'p /jrs.ca/zines

"
J

%4»4

S JIpEd

*4‘

CC-BY-NC-SA wizaed industries 2017



Aelcmaylowue Auua

Y me6ga doma

u WRT
4 D&

Teos OnepauucHHas Teol domawHulil

Teoll HOym6Yy4ek
(Bce KapmuHKu nporpamma cucmema (3Haem, mapwpymusamop

KOmuKos mam) KaK paéomamb

C cembio)

C amumu KoOMnbiomepamu Mol 6yoem obuiamscsa

JVns.co DNS
/O\ 1Y)
W

DNS-cepsep
(3Haem Ha Kakom
cepsepe xocmumcs
jvns.ca)

Cepsep
(mym Aexum
KapmuHka Komuka)

Ta camasg Kapmuka Komuka,
KOMOPYIO Mbl XOMUM CKavyamb

Mexay scem amum

-

[pomeXXymoyHoie
Mapwpymu3amopbl Makemesl
B uHmepHeme

&,
XN

P




ILmo 39ech?!

rlpusemY A - AXYyAus

Teummep: @bOrk
BAoXuK: http://jvns.ca

A BbIAOXKUAA KapmuHKY KOmuKa 8 uHmepHeme no amoMy aodpecy:

£ :)th . CQ/COC‘—.pn% ‘H (MO)I(HO cmompeme)

N3 amoro XypHaAa mul y3Haews BCE (HO amo He MOYHO), Ymo
DOAXHO Npousolimu, Ymo6bl 3ma KapmuHKa NonaAa ¢ Moero
cepsepa K me6e Ha Komnbiomep.

Mos 3adaya-nomoys me6e nepecmamb dymamb mak...

A nocAe moro,

A YymOo-mo CAblwaAa 06
amux HTTP/DNS/TCP wmykax,
HO BOO6WE HE NOHUMAaID Kak
OHU paéomaiom U Kak ux

cBsizamb BMecme.

KaKk npopaéomana
Be6-paspasomyukom
B meyeHue roda

N Ha4yamb dymamb BOM mak...
Y A 3moO 4 menepb

02°% MNpo6aema c cemsio!
4 3Ha, C Yero Havameo
ee pewams!



* * Hau.x rAaBHbill repoil: % *¥
" naker < g’

Bce daHHbie 8 uimepHeme nepedalomcs 8 . Makem - amo
nocAedosameAsHocmb 6um (O10010111011....), pa3deAeHHas Ha

cexkuuu CuAu “3aroaosku”).

Bom Kak sbirAgsoum UDP-nakem, 8 KOMOpPOM Hanucaxo
“mangotea”. B Hem scero 50 6alm! (400 6um)

AXyAus, 9 sBoobuie
He NoHUMal amy
ouarpammy.

MNocmapaemcs 8O
BCcem paso6pambcs!

< 84 6uma >
3aroAoBOK
3 3 Kadpa
Bxooswull MAC Nexooaswuld MAC AOK3ABHOL
oo cemu
auma ¥
AAuHa nakema 160 6um

3aroacseokK IP 20 6aim

Tym BCS uHpopmauus o
TTL mom, Ha KaKol IP-adpec
mapupymu3amopy HYXHO
omnpasumb nakem.

Ncxodswul IP-adpec

Bxodswui IP-adpec

64 6uma
Ncxoaswul nopm Bxodswul nopm 3aroaosok UDP 8 6aiim

(y TCP-nakema mym 6biA
661 TCP-3aroAocsoK)

m oL N S codepxumoe nakema.
Kaxoeill cumsoA ASCII
o t e — 3aHumaem 1 6aim,
nosmomy “mangotea”
= 8 6alm

64 6uma



Heob6xodumbie delicmaus, YmO6bl CKa4Yyamb KapmuHKY Komuka
KoHeyHo Xe c jvns.ca/cat.png

Korda mul 3arpyXxaewbs KapmuHKy, 8 cemu skinoAHsemcs OYEHb muoro
onepauull. Bom ocHosHble delicmaus, B KOMOPLIX Mbl pa3zéepemcs Ha

CAedYrowuUX Cmpaduuax.

Onpedeasem IP-aopec @ OmKpuiBaem

jvns.ca
l
y Hac jvns.ca? J'COOI'PB c 104.28.7.94,

-ll .car

meos nopm 80. OCb
- nporpamma

Hoymeyuek (10Y.28.7.94 \/

Xoyy norosopumsb
Ha TCP'wHom

DNS-cepsep

Omkpoisaem TCP-coeduHeHue
K 104.28.7.94, nopm 80 ® 3anpawusaem Komuka

S Pl

GET /ca‘l‘.pns HTTP/L. |
Host: Jvns.co

User- Agent: corl|

C KOMUKOM ('

3mo Ha3leiBaemcs “pykonoxamue” HTTP- U Hoyméyyek
Pas6epemcs ¢ amum Ha cmpaxuue npo TCP 3anpoc

@ MoAyyaem Komuka Mpu6upaemcs

_. 3aKpbiaem coeoduHeHue,
HTTP/ 1.\ 200 Ok ? HO MO HEe MOYHO,
Content ~Type: imaﬂe/pns
Content - Lens%‘« 23123

¢ BAVITE! PNG -,
C KOMUKOM

-2 CKAadbiBaem 6ailimel om PNG
8 @allA, HO

Cepsep 3MO He MOYHO,

C KOmukKamu

- CMOMPUM H3
Komuka,
uipa 100%.




DNS

# ¥ War @ : onpedeasiem IP-adpec jvns.ca. ¥
+x

Bcsa cemesass akmusHoOCMb npoucxooum yepes nepeodavy

%«
®

nakemos. Ymo6bl omnpasumb Nakem Ha cepsep B uHmepHeme,

me6e HY)XHO 3Hamb ero ( IP-AAPEC ¢, Hanpumep 104.27.7.94.

Jvns.ca u firstvds.ru — amo 9omeHHblie umeHa. DNS (“Domain
Name System”, “Cucmema AomeHHbiX ImeH”) — NpOMOKOA,
KOMOPLIM Mbl BOCNOAb3YEMCH OAS onpedeAeHus IP-adpeca

@L\.ZS.’L@\ -
e

t DNS-cepsep
DNS-omsem

OOMEHHOIro UMEeHU.

9]
L7

HOYmM6Y4eK

Kakoil IP
y jvns.ca?

DNS-3anpoc

O6biyHo u DNS-3anpoc, u UNS-omsem, amo UDP-nakemsi.

l—' T S e — — — ——— - ——— - —

Korda mbl 3anyckaeuwsb i $ curl juns. ca./cat P .
_________________ ]

Getaddrinfo , —
Curl Bei3biBaem onpedeAasem Getaddrinfo % 1P-adpec ¥
" e || ©7P omnpasAsem NOAYYeH!
(PYHKU.UEO getaddrlnFo cucmemHsil OE‘Y cose Y
cO 3HavyeHuem “jvns.ca”. - am cepsep
] DNS-cepsep aanpoc. 104.28. 7. ay
(Hanpumep 8.8.8.8).

DNS-cepeep no ymoAyaHuio o6bi4HO nponucad B /etc/resolv.conf

8.8.8.8 - amo DNS-cepsep [yrAa, u um noAb3yemcs Kyya

Hapoda. OmAUYHbIl BLIEOP AR 6O0AbWUHCMBE 3adau!




DNS-cepeeptbl 6biBaiom 2-X BUDOB:

PeKypcugHbie

AsmopumemHsie

A y3Hawo adpec

AKOBOIO caiima, i \\ |
NnpPocmo cnpocus N

HY>KHbI asmopumemueill| PNS-cepeep \ Cnpocu y meHs!
cepsep. (Hanpumep ar}. ne.

Xoyewb 3Hamb, roe
Haxoaumcs jvns.ca?

DNS

c 'Oud -qure . Cam.)

Bom ymo npou3oildem, ecAu omnpasumb 3anNpoc K pPeKypCusHOMY
DNS-cepsepy:

PekypcusHsill DNS—-cepsep
XpPaHum HeusmeHsembil
CNUCOK KOpHEeBbIX cepsepos

MHe HYXHO
noocéwamecs ¢ TPEMHA
asmopumemHbimu

DNS-cepsepamu? -
HypoK? Qe jvns.c:a? KopHesol DNS-cepsep
L&oo’r-.servers.ne-}
Ooo
“ e jvns.ca? NS —CepBep 30Hul .ca
~ J - Ca-servers.ca
PeKypcusHbill I‘ae JVnS ca? b |, NS —copoep om jvma.

ca
DNS-cepsep art.ns. cloud-ﬂa(e.c:}

(04.28.7-94
N 104.2%2. 6- 94

o=}

PekypcusHbie DNS-cepsepbl 06bI4HO Kawupylom 3anucu. Y Kaxdoll
DNS-3anucu ecme TTL ("Time to Live”, “epems xu3uu”), komopuil
onpedeAsiem BpemMs ee XpaHeHus B8 Kawe. O6bI4HO UX HeAb3s
3acmasumb O6HOBUML CBOI K3Ww, NPUIEMCs NPOCMO Xdamb:

O6HoBuAa cBOU
DNS-3anucu, Ho B
6paysepe Bce ewe

omKpbiBaemcsa cmapas
sepcus caiima =(

Tenepb BCE
OMAUYHO!

20 muHym cnycms
K3Ww peKypcusHoro
DNS-cepeepa
O6HOBUACS...




Aasall deAamsb
Q DNS-3anpocbl @

Korda Hacmpausaews DNS dAS HOBOro dOMEHa, YacmeHbKO CAy4Yaemcs
cAedyouwee:

o - 9 ewe He 3Hal,
BU 1121 ¥
] RS Yymo 3mMo 338 OOMEH o PeKypcuaHsil
jvns.ca. (NX DOMAN) ~— DNS-cepsep

@
Ymo6bl NoHSML, YmMO npoucxodum, MOXHO omnpasAsme DNS-3anpochl
U3 KOMaHoHOU CmpOKu:

$ di3 jvns.ca

53 ANSWER SECTION “
jvns.ca 268 IN A 104.28.6.94

ivns. 26 N 10Y. .7.
jyns.ca /'81 A Y. 28.7-94

X
3ma 3anuce ucmekaem "A" 33MUCL-3MO
yepe3 268 cekyHd. IP-adpec.
;3 SERVER 127.0.1.1453

K~ DNS-cepsep, KOmopbiil §i UCMOAbL3YIC.

$ dig @ 8.8.8/\

.8 jvns.ca

Y cdHoro domena
moxem 6bimb
MHOIro

IP-adpecos.

8.8.8.8-3mo pekypcueHsili DNS-cepsep
Google. @8.8.8.8 omnpasAsiem 3anpoc
3MOMY Cepsepy, BMECMO 3ePOAMHOro.

$ duS rirace jvns.ca

50244] zN NS  h.roct-servers. net
ca. 172800 IN NS c¢.ca-servers.net
jvns.ca. 86400 IN NS art.ns. clood flare.cam
jvas.ca. 300 IN A 104.23.6.94 ‘)

KopHesoil
f DNS-cepaep!

dmo me 3 asmopumemHsie
cepBepa, C KOmOpbiMU JOAXEH
CBfA3ambCH peKYypCuBHbll cepaep,
ymo6bl onpedeAums IP
OAs jvns.ca.

Dig +trace deAaaem npakmuyecku
MO Xe camoe, Ymo U peKypcusHbil
DNS-cepsep, KOraa HYXHo
onpedeAums IP msoero domexa.




COKETH

War @:

menepb, Korda y Hac ecmb IP-adpec, Ham HYXHO
omKpbimb cokem! Aasall y3HaeMm, Ymo 3mo makoe.

TBos nporpamma Huyero He 3Haem
o TCR

XB3 ymo makoe TCPE mHe
NPOCMO HYXHO OMKpPbIMb

cmpaHuuy.
oC

AT

He 6oucs,
9 MOry nomoub!

code.py

nporpamma

4

Umo6bl UCNOAL30BaMbL COKem Mbi:

War 1: npocum cokem y OC.

War 2: nodkAloyaem cokem K
IP-adpecy u nopmy.

War 3: puwem 8 cokem, Ymo6bl
omnpasumb OaHHbIe.

4 cmaHdapmHbiX BUda coKemos

ans Upp

VLK)

ymo6bl c6wambes
C nporpammamu
H3 OJHOM Komnciomepe.

g

L)

TC

Q
>
n

g

aAs 3AMPEAEABHOM
BAACTK. Ping noAs3ayem
makKoil coKkem, Yymobbi
cAamb ICMP nakemoi.

Korda mbl coeduHgewbes
c TCP-cokemom.

jvns.cq

A0

(pasﬁepemca 8 mom, ymo makoe SYN ACK, 4ymb noaxe)

Korda mel 3anucbiBaews daHHble
B CoKem

—s 3anucbisaem ropy
LCOdE-Pi) O8HHbIX YYY VY

nporpamma

deAum
_y OaHHuie G
moses

omnpasume.

Numepgelic cokemos
npocmo ogureHeH!
OnepauuoHHas
cucmema deAaem
OASl MEHS1 OYeHb
MHOrO.




TCP: KaK rapaHmupoBaHHo

NOAYYUMb KOMUKa

War @ B Hawem nAaHe amo “omkpuisaem TCP-coeduHeHue!”.

BbicHUM, YymO 3mMO Xe 3a wmyka makas “TCP”. \J]

Horaa nakembl mepdiomca
8 uHmMepHeme.

/\ >
— >
Cepsep Kowaybu nakemol
jvns.ca
Hea, Hoyméyyek
HE BUDEA:

TCP nomoxem HadeXHO nepedamsb
NOMOK JaHHbIX, daXe ecAu
nakemsl nomepsiomcs UAU Npudym
B CAyyYalHOm nopsoKe.

S

Tak mbl Xoyewsb 3Hamb, Kak

pa6éomaem TCP? Hy som mak!

KaK y3Hamb, 8 Kakom nopgaoke
QOAXHbI NPUXOdumb NakKembi:

B Kaxoom nakeme ecmb UHPOPMaUUS
O Jduana3oHe HaxodAwWUXca B8 Hem 6alm.

Bom makas:
once upona T < 6aumsi0-13
ieal oy stec 4 6aimui 30 ~42.
me ‘l’?ere was ‘~ ™M ¢ 6aimuild-2%

MoAyyameAb CmoxXem co6pame 3mo
8 eduHoe ueAoe:

n
6nce Upon a time there
Was a magyeal oy.s‘]'@f u

MoAoxeHue nepsorc 6aiima (B Hawem
npumepe amo O,14,30) Ha3biBaemcs
KHOMEpPOM nocAedoBameAbHoCMuU».

Kak cnpasumbcs ¢ nomepsiHHbIMU
naxKemamu:

MpuHumas oaHHble TCF, Bam HEO6XO03uMmMo
ACKmsepadums (nodmeepaums) ux: (ACK)

Bom KycoK KapmuHKu
C KomuKkom! B o6uem
amo 6ydem 28832

6alima Ha daHHbill
momeHm!

ACK! 9 noAyyuA
sce 28832 6aim.

Hoyméyyek

EcAu cepeep He noAy4um ACKmeepdeHus,
OH Omnpasum daHHble 33HOBO.




\ll 1) V20 4 p 2 P -

-~ Pykonoxamue TCP -

)
IR EEE R R LR A
< 32 6uma >
Bom mak sbirAdsium
Ncxodswui nopm Bxodawull nopm

TCP-3aroAoOBOK:
HOMEP nocAaedoBameAsHocmu

'y
/ Homep nodmeepixdeHus

Homep nocAedosameAbHOCMU E

CmeweHue | 3apesep-

NO3BOAUM CO6pamb Nakembl |foawsx | eusear Pasmep OKkHa

B NPaBUAbLHOM NOpPsioKe. KoHmpoAbHas éymma

/
3mo saom
SYN-6um
Alo6oe TCP-coeduHeHue HavyuHaemcs ¢ “pykonoxamus”. 3mo HYXHO,
4YmO6bl 06 CMOPOHLI COEIUHEHUS MOrAU obwambCs IPYr C OpPYrom.

N ”\Q@ ~[8)
&

Ho ymo maxkoe “SYN” u “ACK"? B TCP-3aroAoBKax MOXHO yCmaHOBUMb
6 6umosbix PpAaros (SYN, ACK, RST, FIN, PSH, URG), komopsie BUIHO
Ha duarpamme Boiwe. SYN-nakem - amo nakem, 8 komopom SYN Aar
paseH 1.

EcAu y me6s Bo3Hukaem owubka muna “8 coeduHeHuu omkasaHo”
u “malimaym coeduHeHus”, 3Ha4um pyKonoXXamue He 3aBepuuAoCh!

' - e e e e e EEmEmE wmeae T mam

- 1
S BbINOAHUAR 1Sudo tcpdump hest juns.ca. ) B 0BHOM mepmuHane
/ ------- — o — — T Sm——— — - —

- = o e e o

4 ':Curl jvns.ca .: B8 JpPYrom.

Bom Kyco4yek BbiBOda:

localhost:51104 > 104.28.6.94:80 Flags [S]
104.28.6.94:80 > localhost:51104 Flags [S.] TCP-pykonoxxamue
localhost:51104 > 104.28.6.94:80  Flags([.]

7 S amo SYN
IP-adpec jvns.ca . amo ACK



HTTP

War (1) : HakoHeu-mo msl moxem omnpasumb 3anpoc Ha cat.png!

Kaxoebill pas, Korda mol OmMKpbiBaewb BEe6—CmpaHuly UAU KapmuHKy
waef .,

OHAA&lH, UCNOAb3yemcs SHTTP .

Shuy vt
HTTP oyeHb npocmol meKcmosbill NPOMOKOA. Aaxe 60Abwe, OH
H@CMOAbKO NPOCMOl, YMO Mbi MOXEWb PyKamu cocmpsnamsb
HTTP-3anpoc npsimo celivac. Aasal nonpo6yem!!!

CHavyana dasall co3daoum ¢aiia request.txt.

—— S M = TSR o e e e - ——-

GET / HTTP /1.1 Pas6epemcs 8 Host
Host: ask.metafiter. com & uvacmu coscem ckopo

User- Agen+' 2iné

(s KOHUe do6asbme 98a nycmbiX )
nepeHoca cmpoku

-y - = — —
- o e S —— —

|
!
|
[
[
|
|
|
|
I
|
I
|
I
|
I
B

MocAe BbiNOAHUM:

---—-—---..-_ —— - w E e - E— - e __...—--‘

'Cfl',' fe?UEST txt ’ nc metafilter. M 80‘

P e T O o e e s e S e En mme— s e S e — e -
— — —

KomaHoa 'ncl ( ne'l'ca-]- ) ycmasasAusaem TCP-coeduHeHue
c metafilter.co u omnpasagem HTTP-3anpoc, KOmopbili Mbl MOALKO YmMO
co3daA! B omsem npudem som makoe:

A

—
—
‘_,_,__._———-——-" - 1

‘200 oK
' Content - Lens'\'}\ 12032\

: _..3aroAOBKU...

1

|

| KyuKa BCSKOrO HTML
|

B S e

‘---————--—-——-—-—-——""_

HTTP/2 — amo cAedyiowas sepcus HTTE OH o4yeHb CUuAbHO omAuvyaemcs,
HO Y Hac 3aKOH4YUAOCb Mecmo.



BaxHocmb HTTP-3aroAnosKos

?Em MaK BbirAsdum HTTP—3anpoc- Cmpoku User-Agent u Host:

Ha3blBalomeca “3aroaoskamu’.

lH05+ JVns.ca, | B HUX ecmb dOnoOAHUMEeAbHas
'_U_ser A_S_en‘]‘ Zine q>\"‘/ UHPOpPMaUuUs OAA Beb6—-cepsepa
T e 0 O MOM, KaKas cmpaHuua meée
HYXXHa.

3aroAosok HOST ~ MOl Ao6umblil!

YysakK, mbl Xomb npeacmasAsews ) o

cebe, CKOALKO Be6-calmos ©

q 06CAYXuBal? Te6e HYXHO v

6bimb Yymb KOHKpemHee. cepsep
jvns.ca

o
=)
Bom amo nauanckuil 6asap

Cepsepbl makKxe
omnpasAsiiom 3aroAosKu
omsema C 30NOAHUMEAbHOU

BoAbwuHCMBO cepeepos
O6CAYXUBaEMm MHOXECMBO Pa3HbiX
caumos. 3aroaosok HOST no3soAaem
Bbl6pamb HyXHbil!

UuHpopmauuel o Hem.

Euwe noAe3Hble 3aroAcsKu:

User - Agent Accept - Encoding

Kyya cepsepos Xoyewb caKoHomumb  Korda mol asmopu3osaAcs
nposepsitom ero, mpaguKk? YcmaHosu Ha Kakom-mo calme,
Ymo6bl Yy3Hamb, mym “qzip” u cepsep, mo msoll 6pay3ep
cmapsill AU Y me6si  BO3MOXHO, CoXmem omnpasAsiem daHHblie
6pay3ep UAU mebi csoll omsem. B 9MOM 3aroAoske! Tak
Boobwe 6om. cepsep y3Haem, 4ymo

Mbl 3aAOTUHEH.



%
** « s ¢« 8@ MENEPb Y MEHA ecmb EU_LEQQ V)

WS 090

Mbl NO3HAKOMUAUCH C OCHOBaMu MOro, Kak cKayamb KapmuHKy
C Komukom! Ho BoO6we-mo HYXHO 3Hamb MHOro 6oAbwe! Aasall

norosopum Ha ewe HeCKOAbLKO meMm.

[MO3HAKOMUMCS HEMHOrO 60AbWE C CemesbiMu NPOMOKOAaAMU:
- Ymo Xe makoe NOpM.

- Kak xe NaKem co6upaemcs no yacmsm.

~ Be3onacHocms: kak pa6omaem SSL.

- Pa3Hble CemeBblie CAOU.

- UDP u noyemy on ourenen.

A makKxe ¢ mem, Kak nakemuol nepemeulaiomca C mecma Ha mecmo:
- Kak omnpasAsiomcs nakemsi 8 AOKaAbHOU cemu.
- Kak nakemsi do6upaiomcss OM MBOEro 9oma 90 jvns.ca.

- Cemesag HOMAUU4|.




